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1
Decision/action requested

It is proposed to add a new key issue. SA3 is kindly requested to approve this contribution.
2
References

[1]
3GPP TS 33.839, v0.1.0
[2]
3GPP TS 23.558, v1.0.0
3
Rationale
The EAS may request the authorization information of the AC from the ECS. The EES may request authorization information of the EEC from the ECS. The ECS may request authorization information of the EEC from the 5GC. But the authorization server may not be able to identify the reported UE ID.
It is proposed to approve the following changes in TR 33.839.
4
Detailed proposal
*** START of CHANGE ***
5.X
Key Issue #XX: The binding relationship for the UE IDs
5.X.1
Key issue details
As specified in TS 23.558, the UE has multiple client identities used at the application layer, one Edge Enabler client ID and multiple Application client IDs. The UE client IDs used in the application layer may not be recognized by 5G network. The 5G core network will allocate a permanent identifier GPSI to the UE. In order use of 3GPP core network capability exposure or to obtain sensitive information about a UE, the Edge Enabler Server needs to require the ability form the PLMN with the identifier which is allocated by the operator, such as GPSI of the UE. For edge computing services, during the service provisioning request procedure and Edge Enabler Client Registration Request procedure, both GPSI and the corresponding application layer ID may be optional included. And after receiving the service provisioning request and registration request messages, the edge computing servers need to perform authorization for the client. If the ECS is deployed by ECSP, the ECS needs to verify the authenticity of Client ID from 5G core network. But if GPSI is not included, the Client ID cannot be recognized by the 5G core network. 
In addition, the correspondence relationship between multiple IDs at the application layer and the EEC ID is not clear. For example, when an AC sends request to the EAS, the EAS does not know whether the corresponding relationship EEC to the AC is authorized or not. 
5.X.2
Security threats
-
If there is no binding relationship between the EEC ID and GPSI, the Edge Enabler server cannot perform the client identifier verification from 5G core network.
-
If there is no verification of this binding relationship between the EEC ID and GPSI, malicious user may use fake GPSI to enable the edge computing network to obtain service authorization information from other legitimate users, and pretend to pass the service authorization verification.
-
If there is no verification of the binding relationship between the EEC ID and the AC ID, malicious AC may use fake EEC ID to obtain application service from the Edge Data Network.
5.X.3 Potential security requirements
It needs to store and verify the binding relationship between the EEC ID and GPSI, and the relationship between the EEC ID and AC ID in the Edge Data Network.
*** END of CHANGE ***
